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Business Shadow® Functional Overview 

In today’s business world, enterprises are increasingly reliant on the availability of 
their IT infrastructure to maintain their competitive edge. The failure of even one 
system in such an environment can have dramatic consequences ranging from  
data loss or functionality to complete business closure. 

Traditional high availability concepts, such as RAID or Cluster solutions, only 
protect you against hardware failures. They cannot protect against logical errors 
like - application errors or data corruption. 

The solutions offered by Libelle provide complete protection for your enterprise-
critical data and applications. Libelle solutions enables to turn back the time 
 – preventing a potential catastrophe from affecting your business. 

 
Business Shadow® - More than Replication 

Industry surveys conducted by leading research companies reveal that up to 85% of all 
system failures are caused by logical errors. These are typically software malfunctions or 
user errors, and in such cases traditional solutions like RAID and Clustering provide no 
protection as the error is simply replicated throughout the entire system. To recover from 
such a situation it is first necessary to manually restore all data from backup tapes before 
you can resume business. But, with Libelle High Availability solutions, you’re protected 
against all types of failures. 
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The Business Shadow® overall Architecture  

The solution Business Shadow® includes four components to provide an overall 
protection for your environment and to make the operation as simple as possible. 
 
The involved components protect your database and business critical files. They allow to 
switch over to the mirror system with uncomplicated handling of network features like IP-
addresses or hostnames.  
 
The management of the entire solution can be done by using a Graphical User Interface 
or command line. The four components are: 
 
·  DBShadow® – to protect databases 
·  FSShadow® – to protect business critical files 
·  Switch Application – to handle the switchover to the mirror site  
·  Graphical User Interface – to manage the solution easily 
 
 
The Time Funnel Principle 

After a transaction has been copied from the productive to the mirror system, it passes 
through a “time funnel”. The transaction will then be recovered after the desired time 
delay is over. While doing so, the mirror database stays in a permanent recover mode. 
 
If a logical error occurs, Business Shadow® components enable to activate the mirror at 
any time. You would identify the desired recover point (typically before the error 
occurred) and simply switchover. The switchover can also be executed in case of 
hardware failures (“recover until time”) or planned downtime (“defined switch”). 
 

 

Libelle Time Funnel  

 
The Components of Business Shadow® 

DBShadow® for Database Protection 

DBShadow® is a unique software solution which protects the most business-critical 
Oracle, SAPDB/MaxDB, DB2 UDB and MS SQL Server databases against any system 
failure including hardware, software and user error. DBShadow® works with a Three-
Step-Solution Architecture (Copy, Architecture, Recover).  
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To setup DBShadow®, we first copy the complete database to another server. After this, 
all transactions committed in the primary database are shipped to the secondary 
database immediately. Then - instead of adapting the changes as they occur - they are 
kept in the "time funnel" which defers every transaction before it becomes recovered. 
The time delay is freely definable and can be managed with a cron table or by a manual 
adjustment.    
 
FSShadow® for File System Protection 

FSShadow® protects your critical file systems against logical and physical system 
failures. It utilizes the basic DBShadow® principles and adapts them for any file system. 
The solution architecture of FSShadow® is very similar to DBShadow®. Besides basic 
communication and process architecture, the DBShadow® Three-Step Solution 
Architecture (Copy, Archiver and Recover) is the core for setting up and running the 
FSShadow® solution.  
 
Instead of choosing a database, FSShadow® offers to choose complete file systems, 
single directories or a single flat file. In accordance with the time funnel principle all 
changes in the productive file system are copied to the mirror system but not adapted 
immediately. 
 
 
Switch Application for Automation of Failover  

Switch Application is an important addition to DBShadow® und FSShadow®. You can 
automatically switch your entire production and processing to an alternative system.To 
achieve this, an additional virtual IP-address and an additional virtual hostname are 
given to the productive system to identify it within the network. All applications, clients 
and servers access the productive system using this virtual IP address and hostname. 
 
When a switchover process is initiated using DBShadow® or FSShadow®, 
Switch Application automatically handles the process of reallocating the virtual IP- 
address and hostname. Within the shortest possible time servers and clients can log on 
to the mirror system and resume working without a configuration change – without 
manual intervention or restart of the server. 
 

 

The Business Shadow 
Architecture  
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The Graphical User Interface (GUI) 

Setup and overall control of a mirror can be done by the Graphical User Interface or by 
command line. The GUI is realised in Java and is therefore platform independent. The 
advantage in a heterogeneous database environment is that the handling of the different 
mirrors is very similar and within a single GUI. Therefore no specific, in depth database 
knowledge is necessary in case of emergency. Each database administrator will be able 
to switch over to the mirror system, independent of the type of database.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The Graphical User 
Interface (GUI)  

Beside the setup and 
configuration of a mirror, 
the GUI will come up 
with information about 
the current system 
status. 

 
 
Option Long Distance – WAN Mirroring 

An integrated high availability concept should geographically separate the productive 
and mirror systems. The mirror system may be located in a separate, fire protected area 
or even in a different building. To achieve maximum protection, true disaster recovery 
procedures require remote mirroring to be maintained between different cities or even 
between different continents. The Option Long Distance enables mirroring to be 
achieved via Wide Area Networks (WANs). Core features of the Option Long Distance 
are designed to ensure optimum bandwidth use and include Parallel Archive File 
Shipping, Very Large Packages Technology and IP Communication Optimization. 
 
 
Further Information 

TCP/IP Communication 

Data transmission is based on enhanced TCP/IP protocols, developed by Libelle to 
assure the optimal performance and use of resources. For reasons of performance and 
security no standard protocols are utilized.  Merely one free selectable port number is 
needed for the whole system-to-system-communication. This enables an easy and 
reliable integration of Business Shadow® to any existing security concept. Compression 
and encryption of data packages according to own algorithms increase data transfer 
volume and data security. 
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The Concept of Open Interfaces 

Business Shadow® provides APIs, which enable to easily integrate all functions into the 
existing environment. Thus you can include Business Shadow® to your backup concept. 
Alternatively you can carry out the backup from the mirror system instead of using the 
performance-intensive backups from the productive system. Error messages can be 
easily integrated into your current error management system.  
 
 
 
 
 
 
 
 
 
 

Business Shadow  
API Interface  

 
 

Functional Principle of Business Shadow®  

 Functional Principle  

 

1. Initial Copy 

    The databases and    
    files are copied to the  
    mirror system. 

2. Updating Changes  

    All changes in data- 
    bases and files are   
    copied into the time  
    funnel on the mirror  
    system. 

3. Time Funnel 

    The changes and  
    transactions in the  
    time funnel on the  
    mirror site are re- 
    covered according to  
    a free�adjustable�time  
    model. 
 
4. Failover to Mirror 

    Failover can be per- 
    formed as point in  
    time recovery or with  
    recovery of the com- 
    plete time funnel. 

5. Failback to Production 
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Benefits/Value Proposition of Business Shadow® 

·  Protection against the consequences of ALL failures  
 Hardware and software errors, user errors, etc. 
 
·  For total data protection 
 Protect databases, file systems and individual records with the absolute data integrity; 
 additionally BusinessShadow® monitors the complete system 7 x 24h. 
 
·  More protection than RAID and Clustering 
 While RAID and Cluster solutions only protect you from the consequences of 
 hardware errors, time-delayed mirroring aims at all possible failures. 
 
·  Disaster recovery 
 Create a remote, off-site mirrored recovery system to in case of disaster on your 
 productive system. 
 
·  Homogeneous solution for heterogeneous IT environme nts 
 One solution for heterogeneous systems minimizes administration overheads and 
 lowers costs. 
 
·  Minimal Investment 
 No massive hardware investment is required. All you need is a second server in the IP 
 network. Its performance depends on your business needs in case of disaster.  

   
 
 
 
 
 
 

Contact 

Libelle AG 
Gewerbestr. 42 
70565 Stuttgart 
Germany 
 
T  +49 711 / 78335-0 
F  +49 711 / 78335-148 
 
www.libelle.com 
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